Learning Security Policies through Behavioural Modelling

Introduction

The proliferation of complex mobile devices and intelligent sensors in our everyday life has provided a great opportunity to learn more about the user’s behaviour. A trace of the user’s behaviour can be captured through sensory input and user actions in order to gather information about how a user behaves and reacts in different circumstances, locations, and encounters with other entities as well as changes in user context. Typically, policies can be used to govern access to user’s information. However, policy specification is a difficult task and prone to error. Therefore in this project, it is proposed to learn new policies from the user’s behaviour in order to predict future behaviour and to facilitate automated user actions with minimal user intervention. However, the learned policies must be refined regularly and amended because the users’ behaviour may change over time. 
Policies are used to govern the access to the user’s information. However, from time to time, the user can explicitly overwrite the policies to allow for exceptions such as whenever there are additional constraints that are not taken into account. An audit log maybe used to capture these events, thus enabling the policies to be refined in order to predict the user’s behaviour more accurately. Data mining and artificial intelligent techniques can be applied to support incremental learning of policies, as well as to resolve conflicts to previously learnt policies.
Research question and project description

The main goal of this project is to facilitate adaptive user behaviour through policy learning without requiring the user to specify policies himself. In most cases, the user wouldn’t know how she will react in certain events/requests a priori, therefore dynamically creating policies based on the user actions can autonomously guide the user’s future behaviour. The main application domains of this research are related to secure healthcare applications and privacy preserving lifestyle applications. For example, it is important to provide fine grained access control to the patient’s electronic health record (EHR) and to preserve the EHR’s privacy. 
The initial step of the project will be to study the existing literature about behavioural modelling, data mining techniques and artificial intelligent for generating policies. An overview of existing approaches, tools and related work should be studied. For example, a data mining tool called WEKA (Waikato Environment for Knowledge Analysis) – a popular suite of machine learning software written in Java developed at University of Waikato has implemented a set of learning algorithms such as decision trees, bayes, and regression, etc.  Thus, it is important to study different classification techniques and identify suitable algorithms for policy learning in this project, and if possible further improve the techniques. 
The core of this project is to design a framework that can capture user behaviour through sensory inputs and subsequently derive the initial policies to guide future user actions. Based on these policies, every user action and behaviour is logged. The audit logs are then analyzed and mined regularly to refine or learn new policies using AI techniques. All the policies learnt must be translated to deployable policies such as XACML. Finally, to validate the proposed solution a working prototype should be developed and security of the system should be analysed.
In particular, the project will consist of the following activities:

· Month 1 - 2

· Studying behavioural modelling

· Studying data mining and artificial intelligence techniques

· Identify the algorithms that can be used to learn policies from the behaviour and analyse the pros and cons. 

· State-of-the-art (study related work)

· Month 2 - 4

· Design a framework for modelling user behaviour, deriving security policies from sensory inputs and user actions. 

· Integrate the framework by using data mining techniques to refine the learnt policies. Translating policies into deployable policies such as XACML. 

· Month 4 - 5

· Implementation of a prototype system

· Security Analysis

· Month 6

· Writing the report
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